
Experiment - PVA glue in a wax mould  

 
 

Introduction 

 

In recent years, fingerprint sensors have 

been increasing in popularity[1] 

tremendously and in particular with 

smartphones. One reason that fingerprint 

sensors are so popular is that they increase 

security [2] because fingerprints are unique 

for each person and are hard to fake.  

 

My aim with this thesis is to see how difficult 

it is to bypass a fingerprint sensor. This is to 

improve personal practise with the security of 

fingerprint sensors. I will gather relevant 

information and develop various methods to 

bypass a capacitive fingerprint sensor on a 

mobile device. 

Experiment Design 
 

There are four main experiments that I will 

conduct on a fingerprint sensor; [3] 

 · PVA glue in a wax mould 

 · PVA glue in chewing gum 

 · Gelatine in a clay mould  

 · An image of a fingerprint  

 

One goal of this project was to create 

working artificial fingerprints with easy to find 

materials. This is to prove anyone could 

create working artificial fingerprints if they 

intended to. 

Results 

  

Only 2/15 experiments have worked. The 

success rate to bypass a mobile phones 

capacitive sensor is therefore 13.3%. This 

shows under the right circumstances, 

fingerprint sensors can be bypassed with an 

artificial fingerprint.  

 

The two samples that did manage to bypass 

a capacitive sensor were PVA glue on a wax 

mould. Only this experiment managed to 

work out of the 4 conducted. 

 

Future work 

 

This project has only tested the different 

experiment on a capacitive sensor on an 

iPhone 5s. These experiments should be 

tested on other capacitive fingerprint sensors 

for example another mobile device or even a 

different device. 

 

These experiments could have been 

conducted on different types of fingerprint 

sensors including an optical sensor and an 

ultrasonic sensor. 
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