INTRODUCTION

NON-SHARED KEY ENCRYPTION LOCKER

FOR SHARING FILES SECURELY

The aim of this project is to produce a non-shared key encryption

software that will allow users to share files securely. Encryption is

currently one of the most effective data security methods. It ensures
data confidentiality by making the data not readable to unauthorised
parties.[1] Encryption usually involves the use of cryptographic keys.

In conjunction with file encryption, this project will also look into how to
design a system to enhance data security further by proposing a
scheme where authorised parties will not need to share encryption

keys in order to share files.
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Proposed method for this
project is the use of

hybrid cryptosystem as
shown in the flowchart.

Both public-key system
and symmetric-key

system will be used.

The reason is attackers
could intercept the
shared key if it is

transmitted over the
Internet alone for
example and
compromise data
confidentiality. [2]

A combination of AES
(symmetric encryption)
and RSA (public-key

encryption) algorithms
are used.

In regards to technology
used, Java programming
language and Java

Security API will be used.
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IMPLEMENTATION

Users will be able to interact with the software through graphical
user interface shown in the figure below. The application will

allow users to share files securely with a group of people by
providing a key management feature where user could load other
member’s public keys that will be used as a part of file

encryption process. The application also offers a decryption
feature option so that the authorised members could decrypt
The file using their own private keys.
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CONCLUSIONS

As the files are being shared among users and

individuals mostly across insecure channels (e.qg. the
internet), it becomes more challenging to

ensure file security. The proposed hybrid

cryptosystem that will be part of the project’s software
seems to solve some of the problems regarding data
security as it offers efficiency of the symmetric-key

encryption and convenience of the public-key

encryption, meaning that the users do not need to
share a key between them but simply use their own
keys.




