Situational Awareness of Security Incidents for
Network Administrators

/ Introduction \ The Proposed Solution

Network intrusion has been a constantly growing problem in The Proposed solution uses Wireshark to capture packet data flowing on a
the world of computer administration over the last three network. It then processes this in a Python backend and displays it
decades. Each year brings new, more complicated attacks. using the JavaScript framework D3. A data flow diagram called a Sankey
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The security incident chosen is a Distributed Denial of Service (DDoS)
attack. This is due to the frequency the attack occurs, with an estimated
12,000 instances over a 3 week period in 2001 [3]. An easy way to visualise
this attack is with the image shown below [4]. Too many letters are trying to
fit into the letterbox, resulting in a blockage. No letters can make it through.
Translating this into the world of computing, the letters represent /
connection requests and the letterbox represents the server being attacked.

The sheer number of connection requests result in the exhaustion of server

Average Payload Size (Bytes)
26009

In Semiology of Graphics, Jacques Bertin explains the
advantages of representing data visually [1]. The type
1 and 2 brain theory from Kahneman solidifies this
e — Jconcept [2] . A Sankey diagram utilises the type 1 brain

and allows the administrator to make an instant decision. The bar charts
\ back up that decision by offering more in depth analysis. The
information provided by the previous captures then allow for even further
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resources. The server is then dwl18ggz@bangor.ac.uk analysis should the user wish.
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= O Supervisor: Dr. Cameron Gray
_/ c.gray@bangor.ac.uk / Future Work \
\ / Moving forwards, automating of the backend would be

beneficial. Running the script every x minutes would allow

In order to diagnose and stop a DDos attack, the administrators to just view the most up to date traffic.

administrators need to be aware one is
happening. This is known as situational
awareness. To make an administrator aware: the
number of packets, how big those packets are and how
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B A N G O R If the project was taken onto a Masters, adding a detection

system could be a good way to improve the situational

frequently they are sent would need to be presented. UNIVERSITY awareness for the administrator. The program could alert
To be able to stop an attack, the administrator would the user when unusual data is detected, removing the
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